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With the development of generative artificial intelligence, cloud computing and
the platform economy, the scale of cross-border flow of financial data is continuously
expanding. In Al financial applications, the processing of personal information is
characterized by automation, continuity and concealment, which may render traditional
personal information protection methods ineffective. The dominant position of platforms in
data collection, algorithm training and cross-border transmission has gradually transformed
them from traditional technical intermediaries into important subjects of risk control and
rule-making. China has now formed a data governance model centered on the Personal
Information Protection Law, the Data Security Law and the Cybersecurity Law, but there is
still a lack of effective institutional responses to the issue of platform liability in the cross-
border flow of AI financial data. From the perspective of platform liability, this paper
analyzes the types of personal information infringement, the logic of platform liability, the
current regulatory dilemmas and the paths for institutional improvement in the cross-border
flow of Al financial data, and proposes a platform governance model with Chinese
characteristics on the basis of drawing on foreign institutional experience.
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Information Protection, Platform Liability

In recent years, the application of artificial intelligence technology in the financial field has been
continuously increasing. Banks, securities, insurance and internet financial platforms widely use
algorithmic models for intelligent credit granting, risk prediction, precision marketing and anti-fraud
identification. During this period, the scale of data cross-border flow in financial activities has been
expanding continuously. Cross-border payments, international credit investigation, global asset
allocation and cloud-based financial services all rely heavily on cross-border data transmission. With
the accelerated development of digital finance, the security issue of cross-border flow of personal
financial information has gradually become an important topic in data governance.

In traditional financial activities, data flow has relatively clear geographical and regulatory
boundaries. In Al financial scenarios, data processing is characterized by decentralization and
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platformization. Platforms can continuously collect user data through algorithms and expand the
scope of data processing using machine learning technologies. Under the current situation, personal
information infringement not only includes traditional data leakage, but also gradually evolves into
overall risks such as algorithmic discrimination, imbalance in automated decision-making,
expansion of platform control and failure of cross-border supervision.

China has now formed a data governance model centered on the Personal Information Protection
Law of the People's Republic of China, the Data Security Law of the People's Republic of China and
the Cybersecurity Law of the People's Republic of China, and has strengthened the supervision of
cross-border data through systems such as data exit security assessment and standard contract filing.
However, the current system still follows the traditional notice-and-consent model and does not pay
sufficient attention to the liability structure of platforms in the cross-border flow of Al financial data.
Especially on issues such as algorithmic black boxes, platform monopoly and cross-border data
collaboration, existing rules are still difficult to respond effectively.

Foreign scholars began to study cross-border data flow and platform liability at an earlier stage.
The EU's General Data Protection Regulation (GDPR) attaches importance to the liability of data
controllers and establishes a risk-based regulatory model, while the United States focuses more on
industry autonomy and market regulation. Countries such as Japan and Singapore emphasize the
balance between free cross-border data flow and security protection. China's analysis of platform
liability for cross-border flow of Al financial data is still in the development process, and the
discussion on the relationship between the sensitivity of financial data and the logic of platform
governance is not sufficient.

From the perspective of platform liability, this paper conducts an overall analysis of personal
information protection issues in the cross-border flow of Al financial data, and puts forward
suggestions for institutional improvement in combination with the actual situation of China's digital
finance development.

2. Typological sorting of personal information infringement issues in cross-border flow of Al
financial data

2.1. Infringement of information autonomy caused by over-collection and concealed processing

The normal operation of Al financial platforms requires the continuous supply of massive amounts
of data. Traditional financial institutions generally only use identity authentication information,
account information and transaction records. To improve the predictive ability and commercial value
of algorithmic models, Al financial platforms collect users' full life cycle data and conduct dynamic
analysis. In addition to collecting personal information actively provided by users, platforms also
obtain a large amount of derivative data through technical means such as device fingerprinting,
location tracking, browsing history analysis, consumption behavior monitoring and associated
account matching, and form more detailed user profiles through data cleaning, data mining and
algorithm training. In this process, the scope of personal information collection has exceeded the
necessary limit required by traditional financial services, and has gradually expanded to behavioral
information, preference information and predictive information [1].

Especially in the context of cross-border data flow, platforms often send personal financial
information to overseas servers, cloud computing centers or affiliated enterprises for storage and
processing to meet the needs of global data allocation. The cross-border data processing chain
involves multiple subjects and multiple jurisdictions, and it is usually difficult for personal
information subjects to accurately understand the data circulation path, actual purpose and the

254



Proceedings of the 4th International Conference on Global Politics and Socio-Humanities
DOI: 10.54254/2753-7048/2026.35129

situation of overseas recipients. Platforms generally fulfill their notification obligations through
privacy policies and user agreements, but the relevant clauses often contain a large number of
professional terms, are too long, and have an overly broad authorization scope, making it difficult
for users to make true and effective expressions of intention under limited cognitive ability [2]. In
practical applications, clicking "agree" is more regarded as a necessary prerequisite for using
financial services, rather than a real choice of users to handle their personal information.

Legally speaking, the modern personal information protection system is based on the theory of
individual self-determination, and individuals have the right to decide whether their information is
collected, how it is used and to whom it is disclosed [3]. This institutional design has two main
premises: first, individuals can fully understand the specific content of information processing
activities; second, individuals have the ability to make rational judgments and independent choices.
However, in Al financial scenarios, these premises are gradually being eliminated by technological
reality. The high complexity of algorithmic models and the relatively concealed data processing
chain make it difficult for users to fully understand the information processing situation. On the
other hand, platforms have formed a de facto dominant position relying on technological, data and
market advantages, and users usually have no opportunity to negotiate equally with platforms [4].

More importantly, the advancement of artificial intelligence technology has gradually shifted the
value of data from single data to data association and data inference. Platforms not only use users'
existing information to provide services, but also use machine learning technology to calculate users'
credit levels, consumption levels, investment tendencies and future behavioral trends. The data
inferred by algorithms is not actively provided by users, but it will have a substantial impact on
users' personal and property interests. Therefore, the traditional "notice-and-consent" approach is
difficult to effectively control data processing activities, and the right to self-determination of
personal information is changing from a substantive right to a formal right [5].

In essence, the risks arising from over-collection and concealed processing are manifested in the
compression of personal privacy space, and also reflect the obvious changes in the information
power structure in the digital age. The ability to control data is continuously concentrating on
platforms, and the information power relationship between individuals and platforms shows a
significant imbalance. Personal information protection is gradually shifting from an individual
control model to a platform governance model, and the requirement for this institutional
transformation has become increasingly prominent.

In Al financial application scenarios, algorithmic profiling has become the main tool for financial
platforms to carry out risk control and commercial decision-making. Algorithmic profiling refers to
a data labeling model in which platforms integrate, classify and predict personal information using
technologies such as machine learning, big data analysis and user behavior modeling to reflect users'
characteristics, preferences and risk status [6]. Financial platforms generally use various data such as
users' transaction records, consumption habits, search behaviors, social relationships, geographic
locations and device information to conduct credit evaluation and risk identification for users, and
widely apply the relevant results to financial service fields such as loan approval, insurance pricing,
investment recommendation and precision marketing. With the development of artificial intelligence
technology, algorithmic profiling has gradually transformed from traditional static classification to
dynamic prediction, which can reflect users' existing behaviors and make probabilistic inferences
about their future behaviors.
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However, the formation process of algorithmic profiling involves high complexity and
concealment. Ordinary users usually cannot understand the way platforms collect data, the process
of building models and the process of forming final decision results, which are usually contained in
the "algorithmic black box". Although users have become data producers, it is difficult for them to
know how their data is processed and used, and it is also difficult for them to participate in the
algorithmic decision-making process [7]. Platforms generally refuse to disclose algorithmic logic on
the grounds of protecting trade secrets, and users can only see the final decision results and cannot
judge whether the relevant decisions are based on true and accurate data. This information
asymmetry makes it difficult for individuals to supervise algorithmic decisions, and also makes it
difficult for their right to correction and right to objection to be fully realized.

The development of artificial intelligence technology has allowed platforms to gradually get rid
of traditional data collection models and instead rely on data association and behavioral inference to
form so-called "invisible profiling". Invisible profiling refers to platforms deriving potential
characteristics such as users' income levels, occupational status, risk preferences, health status and
even political tendencies by analyzing users' behavior trajectories, consumption habits, social
relationships and online activities, rather than directly using information provided by users for
judgment [8]. Such inferred information is not actively disclosed by users, but it will affect the
opportunities for financial services. The continuous enhancement of platforms' data association
capabilities has made individuals gradually become subjects who are predicted, analyzed and
evaluated, which has further intensified the trend of data power concentrating on platforms.

The risks brought by algorithmic profiling are not only manifested in the expansion of data
control capabilities, but also lead to algorithmic bias and algorithmic discrimination. Algorithmic
models mainly rely on historical data for training, and historical data contains existing prejudices
and structural discrimination, so algorithmic decisions will show a "bias inheritance effect" [9]. For
example, if a certain region, occupational group or consumer group is given a higher risk label in
historical data, the algorithmic model will automatically strengthen this judgment logic, putting
relevant groups at a disadvantage in the process of loan approval, insurance underwriting and credit
rating. Although platforms do not subjectively discriminate, algorithms can cause actual differential
treatment through data screening and model training.

In financial practice, algorithmic discrimination is mainly manifested as differential pricing and
differentiated services. For example, for users with strong consumption capacity and high
willingness to pay, platforms can provide higher product quotations through algorithmic analysis.
For users judged to be high-risk groups, banks may raise loan interest rates, reduce credit lines, or
even refuse to provide financial services [10]. Some users may also be included in the high-risk list
due to algorithmic errors, thus losing the qualification to obtain normal financial services. Due to the
lack of transparency in algorithmic decisions, users usually do not understand the reasons for the
relevant results, and it is not easy to protect their rights through traditional legal remedies.

Legally speaking, the damage caused by algorithmic profiling has exceeded the scope of
traditional property interest infringement and has begun to involve the field of personality right
protection. Algorithmic labels may have a negative impact on individuals' social evaluation and
damage human dignity. Secondly, algorithmic discrimination will cause unequal treatment of
different subjects in obtaining financial resources and damage the value of equality stipulated in the
Constitution. Platforms using algorithmic models to predict and intervene in individuals' future
behaviors will fundamentally affect the autonomous development of personality [11]. In this sense,
personal information is no longer just a usable data resource, but has gradually become the main
carrier of personality interests.
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Therefore, the issue of algorithmic profiling in Al financial scenarios is not only a technical issue,
but also a new challenge faced by personality right protection in the digital age. After platforms
gradually obtain the right to credit evaluation, risk identification and resource allocation, algorithms
have actually become the main governance method affecting individuals' financial opportunities and
social evaluation. Preventing the transformation of algorithmic power, avoiding algorithmic
discrimination, and ensuring individuals' rights to participate and obtain remedies in automated
decision-making are important issues that the personal information protection system needs to
address [12].

The emergence of platform liability is closely related to the platform-based structure in the era of
digital economy. Traditional internet platforms mainly undertake the function of information
intermediaries, and their legal obligations revolve around the "notice-and-takedown" rule and
content review, with clear and relatively passive liability boundaries [13]. However, the
development of Al financial platforms has completely changed this situation. Such platforms not
only collect a large amount of user data, but also participate in the allocation of financial resources
using deep learning models, credit scoring algorithms and automated decision-making systems, and
have gradually evolved into the main participants in data control and risk diffusion [14]. Platforms
determine the scope of data collection, including biometric information, transaction behavior
trajectories and social network association data, master the algorithm operation logic involving
feature weights and model iteration strategies, and control cross-border transmission paths, such as
transmitting user data to overseas servers for joint modeling. Therefore, these platforms have
substantial control over data risks [15].

According to the risk society theory, the risks arising in modern society mainly come from
technological expansion and system operation. Ulrich Beck believes that when industrial society
transforms into a risk society, technical decision-makers create organized irresponsibility in the
process of creating wealth, and risk distribution often evades the traditional liability attribution
model [16]. While Al financial platforms use algorithmic technology to generate data value, they
also create new personal information risks, including unfair credit granting caused by algorithmic
discrimination, insufficient right to know caused by model black boxes, the dilemma of the right to
be forgotten caused by data aggregation, and sovereign regulatory conflicts arising from cross-
border transmission [17]. These risks are characterized by man-made uncertainty. Individual users
cannot fully bear all responsibilities due to information asymmetry and differences in negotiation
status, and ex post judicial remedies are difficult to implement due to complex causal relationships
and delayed damage. As the main shapers of risks, platforms should bear corresponding governance
responsibilities, including risk prevention in advance, transparent explanation during the process and
damage remedy afterwards [18].

According to the data controller theory, platforms have the power to process and distribute data,
so their assumption of liability is justified. The EU General Data Protection Regulation (GDPR)
defines a controller as a natural or legal person who alone or jointly with others determines the
purposes and means of the processing of personal data, and imposes a series of responsibilities on it,
such as adopting compliance measures, conducting data protection impact assessments and
responding to data subjects' rights requests [19]. Al financial platforms not only decide what to
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process and why to process, such as assessing credit risks by building user profiles, but also decide
how to process, such as selecting specific feature engineering and model architectures, which fully
meets the substantive standard of data controllers [20]. Platforms can exercise exclusive control over
algorithmic power throughout the algorithmic decision-making process, including the labeling
specifications of training data and the threshold setting in the inference stage, which constitutes a
situation where algorithmic power is exercised by private subjects. If power is not matched with
corresponding responsibilities, it will easily become a liability-evading technological governance,
that is, platforms transfer risks to users or the public through technical black boxes and information
advantages [21]. Therefore, identifying platforms as data controllers is an inevitable result of legal
logic and a requirement for realizing distributive justice in the digital society [22].

Platform liability mainly has the function of risk prevention. Platforms can reduce the probability of
risks before data exits by classifying and grading data, conducting risk assessments and security
reviews. Platforms should formulate differentiated access control and encryption standards
according to the sensitivity level of data, such as personal financial information, biometric features
and credit behavior trajectories, to prevent unauthorized flow of high-risk data [23]. Risk assessment
is an overall review of the scale, scope, purpose of the data to be exited and the data security
capability of the recipient, mainly to identify potential secondary sharing or data fusion risks [24].
Security review will conduct real-time monitoring of cross-border transmission channels, including
API interfaces and cross-border dedicated lines, and issue alarms for abnormal behaviors. This
series of ex ante measures can advance risk control from ex post accountability to source
suppression, which is in line with the modern governance logic that prevention is better than remedy
[25].

Platform liability also has the function of right protection. Platforms should fulfill their
obligations of transparency and explanation, which can protect users' right to know and right to
choose. The transparency obligation requires platforms to explain the purpose of data collection, the
logic mode of algorithmic decision-making and the recipients of cross-border transmission to users
in a clear, concise and dynamic way, so that users can understand how their personal information is
processed and where it flows [26]. When platforms make automated decisions such as rejecting
credit scores or reducing credit lines that have a significant impact on users, they should provide
specific and practical decision-making basis, rather than just outputting abstract risk scores [27].
This obligation is particularly important in the financial field, because users are usually in an
asymmetric position of algorithmic power and lack the ability to question the reasons for model
rejection. By protecting the right to know and the right to choose, platform liability responds to
individuals' demand for control over their own information and forms the main element of
algorithmic due process [28].

Platform liability also has the function of maintaining order. Between national supervision and
market autonomy, platforms can form an intermediate governance structure to stabilize the digital
financial order. National supervision, including the Measures for the Security Assessment of Cross-
border Financial Data issued by the central bank and the Measures for the Security Assessment of
Data Exits issued by the Cyberspace Administration of China, has structural constraints such as
limited law enforcement resources and lagging technical responses, making it difficult to directly
penetrate massive algorithmic transactions and real-time cross-border data flows. Without effective
coordination methods, market autonomy tends to lead to a race to the bottom, and platforms may
ignore high-risk processing activities to reduce compliance costs. Platforms have two functions in
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intermediate governance: on the one hand, they connect upwards with regulatory requirements,
including submitting security assessment reports and accepting on-site inspections; on the other
hand, they restrict the data processing behaviors of users and third-party partners downwards, such
as limiting secondary use through contract terms and technical sandboxes. This meta-governance
role makes platforms an irreplaceable stabilizer in the digital financial order. It can not only reduce
regulatory pressure, but also prevent market failure, and finally form a multi-level risk prevention
and control method of public-private partnership model.

4. Deficiencies of the platform regulation model for personal information infringement in
cross-border flow of Al data

4.1. Formalization of the personal consent mechanism

The main method of the personal information protection system is the "notice-and-consent"
principle, which has long been regarded as an important tool for balancing the rights and obligations
of information controllers and information subjects. However, with the application of artificial
intelligence in financial service scenarios, the basis for the application of this principle has
encountered structural challenges. When applying for financial products such as credit, insurance
and wealth management, users often need to deal with complex technical data logic and also cope
with the structure of cross-border data flow. Platforms obtain users' general authorization
declarations through lengthy and obscure standard form clauses, multi-layered nested authorization
pages and pre-checked default consent methods, making consent gradually become a formal
compliance process rather than a legal act that truly reflects users' independent will [29].

In the environment of algorithmic automated decision-making, users' autonomy is weakened.
Many financial services rely on real-time and dynamic user profiling and behavior scoring in terms
of access, pricing and risk control. Although users refuse authorization for certain non-essential data,
the system may automatically mark it as a high-risk or incomplete application, which will result in
the inability to obtain services or having to accept unfavorable conditions. The all-or-nothing choice
structure actually deprives users of the possibility of differentiated authorization, and consent no
longer has the premise of freedom and informed consent.

Large-scale fintech platforms usually have both technological advantages and market dominance.
These platforms can covertly expand the scope of data collection by means of algorithmic black
boxes and dynamic model adjustment. It is difficult for users to find that data is used beyond
reasonable expectations, and they cannot exercise the right to withdraw consent. The law grants
users the right to refuse automated decision-making, but due to the lack of operable interfaces and
transparent explanation methods, this right usually becomes empty talk in practice. Therefore, the
notice-and-consent model has gradually lost its role as the main basis for personal information
protection in the Al financial environment, and it is necessary to introduce a new legitimacy basis
with situational, dynamic and substantive characteristics [30].

4.2. Difficulty in liability identification caused by algorithmic black boxes

Al algorithms are highly complex and closed, which has caused great obstacles to the operation of
algorithmic accountability methods. In financial practice, platforms usually regard algorithmic logic,
feature weights and model parameters as trade secrets or proprietary technologies, thus refusing to
fully disclose the internal working modes of algorithms to the outside world, including regulatory
authorities and users. This "black box" state makes it difficult to timely identify and verify potential
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risks such as algorithmic discrimination, unfair pricing or improper denial of service. For example,
some credit scoring models may incorporate proxy variables related to race, region or consumption
habits, but due to the lack of explainability, users do not even know why they are denied credit, and
regulatory authorities cannot conduct effective compliance reviews [31].

The provisions on algorithmic transparency obligations in current legal norms are mainly
principled. For example, Article 24 of the Personal Information Protection Law stipulates that when
an automated decision-making method is used to make a decision that has a significant impact on
personal rights and interests, the individual may require the personal information processor to
explain it, but this article does not specify the scope, form, time limit and violation consequences.
Although the Regulations on the Management of Algorithmic Recommendation for Internet
Information Services require informing users in an obvious way and providing convenient options to
turn off, it does not clearly explain the algorithmic logic, lacks guidance on the understandability of
explanations, and also lacks operable methods for handling users' questions and appeals. This
principle-based legislative approach often encounters difficulties in concretization when dealing
with the rapid changes of technical forms such as deep learning, integrated models and
reinforcement learning, leading to the difficulty in implementing algorithmic transparency liability
in practice [32].

Moreover, algorithmic infringement is usually characterized by concealment and indirectness.
Unlike traditional infringement behaviors, the damage caused by algorithmic decisions usually does
not manifest as one-time or visible external behaviors, but mainly exists in the process of processing
massive amounts of data and model calculations, and is manifested in the form of probabilistic
outputs. Users may only perceive the unfairness of the final result, such as excessively high loan
interest rates or excessively low insurance amounts, but it is difficult to trace back to specific
algorithmic links. This infringement structure has visible results but invisible processes, making it
difficult for users to meet the proof requirement of causal relationship in the constituent elements of
tort liability [33].

Users need to prove that there is an adequate "but-for" causal relationship between the operation
of the platform's algorithm and the damage they have suffered. However, when algorithmic
parameters are dynamically adjusted, model versions are continuously updated, and multiple data
sources interact to cause impacts, users cannot know the decision-making logic of the algorithm at a
specific time point, and there is no effective means to exclude the impact of other possible factors on
the damage result, such as macroeconomic fluctuations and changes in users' own behaviors. In
judicial practice, courts often dismiss users' claims on the grounds of "insufficient evidence" due to
the lack of operable algorithmic identification methods and provisions on the distribution of burden
of proof, making the actual tort liability borne by platforms much lower than the scale of damage
they have caused.

The opacity of algorithms, the ruled-based handling of transparency obligations and the difficulty
in proving causal relationships form a trilemma encountered in the governance of algorithmic
infringement. To solve this problem, the law should introduce more binding algorithmic impact
assessments, expand the algorithmic review power of regulatory authorities, and reasonably invert
or reduce the burden of proof in certain cases to restore users and technical platforms to an equal
position.
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5. Improvement of platform liability paths for personal information protection in cross-border
flow of AI data

5.1. Constructing a hierarchical platform liability system

The formation of the future platform liability model requires abandoning a unified compliance
approach and instead establishing a differentiated liability structure according to platform scale, data
control capability and risk level. This hierarchical governance approach meets the requirements of
the principle of proportionality, can improve the efficiency of regulatory resource allocation, and
achieve dynamic matching between liability burden and risk control capability [34].

For large platforms that master a large amount of financial data and have overall impacts, stricter
and special obligations should be imposed. In terms of data storage, this paper suggests
strengthening the localized management of data and controlling the overseas transmission of
sensitive financial data to avoid risks to national security and user privacy caused by cross-border
access. Secondly, in terms of algorithmic governance, periodic and substantive algorithmic review
methods should be introduced, including filing of algorithmic logic, assessment of discriminatory
impacts and traceable records of model updates. Furthermore, large platforms also need to conduct
more complete cross-border risk assessments in cross-border businesses, including the security
guarantee level of data recipients, the stability of the legal environment in third countries and the
remedy nature after data exits. This high-intensity liability configuration is mainly because large
platforms have obvious advantages in data scale, market influence and technological innovation
capability, and these platforms have the ability and should bear higher duty of care and compliance
costs [35].

Small and medium-sized fintech start-ups are general technical service platforms or third-party
service providers that only provide auxiliary data processing functions, and their main work is to
complete basic compliance obligations. These obligations include fulfilling basic notification
obligations, ensuring the effective acquisition of user consent, establishing preliminary data security
protection measures and responding to users' rights requests. In terms of algorithmic transparency,
the mandatory disclosure requirements for proprietary algorithmic logic can be appropriately
relaxed, and instead, result-based explainability or ex post appeal mechanisms can be used as
alternative compliance standards. Adopting this "focus on the major issues and let go of the minor
ones" hierarchical governance approach can reduce the compliance burden and innovation threshold
of small and medium-sized enterprises, and also help regulatory authorities concentrate limited
resources on the highest-risk areas, thereby improving the overall effect of data governance and
algorithmic governance [36].

The differentiated liability structure should also have a dynamic adjustment mechanism. The risk
level of a platform will not remain unchanged. When the user scale expands, the sensitivity of data
types increases or the business scope extends to cross-border scenarios, the platform needs to apply
higher liability standards in a step-by-step manner. If large platforms can effectively reduce the risk
level of specific businesses after technological improvement or obtaining third-party certification,
they can also apply for relatively simplified compliance procedures in accordance with the law. The
dynamic and scenario-based liability stratification reflects the governance philosophy of matching
liability with capability, and helps prevent excessive deterrence or regulatory arbitrage [37].
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Platforms should establish an algorithmic filing and review system and appropriately disclose
automated decision-making logic. The main purpose of this system is to solve the information
asymmetry problem caused by algorithmic black boxes. Regulatory authorities require platforms to
submit basic information such as algorithm design objectives, main characteristic variables,
decision-making logic modes and update records, which can realize the traceability and supervision
of algorithmic operation logic without substantially disclosing trade secrets. Especially for
algorithms used for important financial decisions such as loan approval, insurance pricing and credit
rating, since these algorithms are directly related to users' property rights, credit opportunities and
risk burdens, it is necessary for the law to further introduce an independent third-party review
method. Third-party review institutions can be certified by regulatory authorities, have composite
professional capabilities in technology, law and finance, regularly conduct discriminatory impact
assessments, fairness tests and model robustness tests on high-risk algorithms, and issue publicly
available review reports. This external checks and balances method can solve the problems of
insufficient internal compliance motivation and limited regulatory professional resources [38].

The law should clearly grant users the right to refuse purely automated decision-making and
allow users to require platforms to provide human review. "Purely automated decision-making"
refers to a decision that directly affects users' legal or major interests completely relying on
algorithmic output results without any human intervention with substantive discretion. In specific
scenarios such as credit approval, premium verification and anti-fraud monitoring, if users have
different opinions on the automated output results, they can require the platform to conduct a human
review procedure. Reviewers need to be independent of the algorithm development team, have the
ability to re-evaluate the facts and evidence of the case, and can revise or overturn the algorithmic
conclusion when necessary. This model is not only an extension of procedural justice in the
algorithmic era, but also a concrete implementation of the right to algorithmic explanation and the
right to oppose automated decision-making in current laws [39].

Algorithms must have explainability, which is the technical condition on which the
aforementioned institutional arrangements rely. The explainability obligation requires platforms to
use clear, easy-to-understand and non-technical language when explaining the logic, expected
consequences and main influencing factors of automated decision-making to users, and shall not use
standard form clauses or technical terms for formal explanations. For models that are difficult to
explain directly such as deep learning, platforms can use alternative methods such as counterfactual
explanation and feature importance ranking to allow users to understand why the decision was made
and master how to change inputs to get different results. Research results show that practical
explainability will improve users' trust in financial services and promote platforms to actively
discover discriminatory features during design, thereby reducing the risk of algorithmic
discrimination and unfair decision-making at the source.

The intensity of the explainability obligation should be positively correlated with the importance
of the decision and the impact consequences. For low-risk and auxiliary recommendation
algorithms, the explanation can be simplified. For the above-mentioned major financial decisions,
the highest explainability standard should be applied, and complete explanation records should be
kept for subsequent regulatory review and judicial review. Only by integrating algorithmic filing,
independent review, refusal of automated decision-making, human review and hierarchical
explainability obligations as a whole can a closed loop of algorithmic governance covering the
whole process of ex ante, in-process and ex post be formed [40].
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6. Conclusion

The cross-border flow of Al financial data is an obvious trend in the era of digital economy. It
promotes financial innovation and improves the efficiency of resource allocation, but also brings
new personal information risks. Platforms occupy a dominant position in data collection, algorithm
operation and cross-border transmission, and have gradually become the main participants in data
governance. At this stage, China's platform liability model still has problems such as insufficient
algorithmic governance, imperfect cross-border regulatory collaboration and weak user remedy
methods.

In the future, on the premise of ensuring national data security and financial security, China needs
to form a hierarchical, transparent and collaborative platform liability model, and promote the
establishment of a digital governance approach that takes both security and development into
account through the improvement of algorithm management, cross-border cooperation and right
remedy methods. Only through effective cooperation between platform liability and national
supervision can the overall risks faced by personal information protection in the Al financial era be
addressed.
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