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Digital technology offers both opportunities and challenges for the
internationalization of education. It facilitates global resource sharing and promotes
innovative teaching methods through online courses, virtual labs, and digital platforms.
These tools not only expand access to quality education but also foster cross-cultural
understanding through collaborative virtual projects, online exchanges, and real-time
communication across borders. However, technological inequality, limited infrastructure in
certain regions, varying degrees of digital literacy, cultural adaptability, and concerns around
data privacy and cybersecurity continue to hinder its widespread adoption. To address these
issues, governments should implement supportive policies and provide incentives to upgrade
infrastructure and close the digital divide. Educational institutions must integrate diverse
resources and create inclusive digital learning environments. Meanwhile, technology
developers need to enhance user-centered design and strengthen data protection measures.
This study adopts a mixed-method approach, combining literature analysis with case studies,
to examine the multifaceted impacts of digitalization on the internationalization of education
and offer feasible strategies for sustainable development.
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In recent years, the global education system has been facing a profound digital transformation.
According to UNESCO statistics in 2022, more than 80 % of higher education institutions have
integrated digital technology into their teaching frameworks. At the same time, the number of
registered users of massive open online courses (MOOCs) in 2021 has exceeded 220 million [1].
More than 1,000 universities in China have established partnerships with global online education
platforms, providing services to more than 5 million overseas learners in total [2]. Digital
transformation has created new possibilities for the international development of education, such as
enhancing cross-cultural experiences through virtual reality technology, personalizing learning
through artificial intelligence, and using big data technology to improve the efficiency of global
resource allocation [3]. However, the digital divide is serious, with only 30 % of schools in Africa
having facilities for online teaching [4]. In addition, challenges such as cultural adaptability and data
security also need to be addressed urgently [5].
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This study adopts a mixed method, combining literature analysis and case study, to explore the
impact of digitalization on the internationalization of education. The literature review covers more
than 200 relevant studies in core journals between 2018 and 2023, and the data comes from
authoritative organizations such as the United Nations Educational, Scientific and Cultural
Organization and the World Economic Forum [6].

2. Current status of digital technology application in education
2.1. Definition and classification of digital technology

Digital technology, with the help of computers, the Internet and artificial intelligence, has promoted
the efficient management and distribution of information, involving multiple aspects such as
information processing, transmission, interaction and storage [1]. According to data from 2022, the
global online education market has reached US$ 250 billion, and the number of Coursera users has
exceeded 150 million [2]. Learning assistance systems using artificial intelligence have significantly
improved learning efficiency [3], and virtual reality technology has increased the efficiency of
foreign language learning by 30% [4]. MIT issues digital degree certificates through blockchain
technology [5], and UNESCO is also promoting the sharing of educational resources worldwide [6].

2.2. Current status and trends of global education digitalization

The digitalization of education is accelerating around the world. By 2023, more than 85 % of
colleges and universities will have begun using online learning platforms [7]. In China, more than
2,000 colleges and universities have built smart campuses [8]. Stanford University in the United
States has used virtual reality technology to improve the teaching efficiency of anatomy by 40% [3].
India has equipped about 100,000 rural schools with smart devices through the “Digital India”
program [4]. The artificial intelligence learning assistant of the University of Helsinki in Finland has
improved students’ grades by 15% [9]. At the same time, MOOCs are becoming increasingly
popular, with the number of users on the Coursera platform exceeding 150 million, 40% of whom
are from developing countries [10]. However, 30% of schools still face the problem of an
insufficient stable network [11], and cultural adaptability and data security issues need to be
addressed urgently [12,13]. Looking ahead, artificial intelligence, blockchain technology and the
metaverse are expected to have a profound impact on the field of education [14].

2.3. Application cases of digital technology in the internationalization of education

Digital technology promotes the internationalization of education. India’s “Skill India” initiative
aims to improve the digital skills of 5 million people [11]. Harvard University’s “VR for Education”
project has achieved a 30% increase in cross-cultural understanding [12]. The University of Tokyo’s
“AR Cultural Exchange” project wins the 2022 UNESCO Prize [15]. China’s “Xueersi Online
School” has reached 500,000 international students in 2023 through Al customized learning, and
learning efficiency has increased by 25% [9,16]. However, about 40% of students worldwide face
unstable network connections [7], and cultural adaptability still poses certain challenges [14].
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3. Opportunities for internationalization of education in the context of digitalization
3.1. Resource acquisition and sharing
3.1.1. Global dissemination of Open Educational Resources (OER)

Open educational resources (OER) promote the internationalization of education. According to data
from 2022, more than 150 million people around the world use open educational resources (OER)
platforms to obtain learning materials, of which more than 60% are from developing countries [1].
In Kenya, the “African Virtual University” program provides distance learning courses to 500,000
students [2]. At the same time, blockchain technologies such as “OpenCerts” have also been widely
promoted in Southeast Asia [17]. In 2023, the global “micro-certificate” market size will exceed
USS$S5 billion, and is expected to exceed US$10 billion in 2025 [10].

3.1.2. The promotion of international education by online course platforms

International cooperation and certification mechanisms have further enhanced the international
influence of the platform. Coursera and edX have established partnerships with world-class
universities and companies to launch a series of certification courses and micro-certificate programs.
For example, the “Google IT Support Professional Certification” course jointly launched by
Coursera and Google has successfully attracted more than 1 million learners, of whom 30% have
successfully obtained relevant employment opportunities [8].

Data analysis and personalized recommendations enhance the learning experience. Coursera and
edX use big data technology to conduct in-depth analysis of learners "behaviors, thereby achieving
personalized course recommendations. Among them, the “Machine Learning” course on the
Coursera platform has successfully attracted 2 million learners due to its personalized
recommendation mechanism, of which 50% of the participants successfully completed the course
[10].

Community interaction and collaborative learning enhance international influence. Coursera and
edX platforms include discussion forums and study group functions in their course design, aiming to
enhance interaction and communication between different cultures [11]. On the edX platform, the
“Data Science” course offered by Tsinghua University has attracted more than 1 million learners, of
whom about 20% of the participants have engaged in cross-cultural interactions through discussion
forums [12].

Virtual reality (VR) and augmented reality (AR) technologies provide an immersive learning
experience. Some courses on Coursera and edX use VR and AR technologies [18]. On the edX
platform, the “Virtual Reality” course offered by the University of California, Berkeley has attracted
500,000 learners, 30% of whom completed the course through VR [15]. Artificial intelligence (Al)
and machine learning (ML) technologies have further enhanced the learning experience. Online
course platforms have promoted personalized course learning through the above innovative
technologies.
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3.2. Innovation of teaching model

3.2.1. Application of Virtual Reality (VR) and Augmented Reality (AR) in cross-cultural
education

Virtual reality (VR) and augmented reality (AR) are transforming cross-cultural education by
creating immersive learning experiences. Harvard’s “Global Classroom” lets students explore
cultural practices virtually, boosting cultural understanding test scores by 27%, compared to 12% in
traditional settings. Cambridge’s “LinguaAR” app enhances language learning with 3D visuals and
voice explanations, improving expression scores by 18%, versus 8% through conventional methods.
Despite these benefits, high costs and technical challenges hinder widespread adoption. For
example, a Chinese university spent over 500,000 yuan on VR equipment, with annual maintenance
costs of 100,000 yuan. Over 60% of teachers find VR/AR tools complex and in need of additional
training. Cultural differences may also affect student comfort in virtual environments. Still, the
potential remains strong. The University of Melbourne’s AR-based “Cultural Map” improved cross-
cultural communication scores by 22%, far surpassing the 10% gain seen with traditional
approaches.

3.2.2. Ai-assisted personalized learning path design

Artificial intelligence technology has significantly improved the efficiency of personalized learning
in the internationalization of education. The 2023 “Digital Transformation of Education:
International Background, Development Needs and Promotion Path” pointed out that more than
60% of universities around the world use Al-driven learning management systems to analyze student
data and customize learning plans. Coursera uses machine learning to dynamically adjust course
recommendations and optimize learning paths. Beijing Language and Culture University's “Smart
Chinese Learning Assistant” uses natural language processing to provide differentiated grammatical
interpretations for students with different native languages to improve learning efficiency [18].
VR/AR technology deepens language understanding through immersive experience [19].

3.3. Cultural exchange and cooperation

Digital platforms have not only promoted the development of international education, but the digital
technologies used in the platforms are also promoting cross-border academic cooperation to become
an important force in the internationalization of education. According to a 2022 UNESCO report,
cross-border academic cooperation projects on global digital platforms have increased by nearly
30% compared to 2019 [13]. The European Erasmus+ project connects more than 500 universities,
with more than 100,000 participating teachers and students. MIT and Tsinghua University conduct
quantum computing research through virtual laboratories, improving scientific research efficiency
by more than 40% [20]. Harvard and Oxford have developed a “virtual academic community”
platform that provides multilingual support and intelligent translation [21]. In 2023, research teams
from 15 countries used machine learning technology to complete the analysis of global climate
change data in just three months, while traditional methods usually take several years to achieve this
goal [22].
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4. Challenges of internationalization of education in the context of digitalization
4.1. Technological inequality
4.1.1. The digital divide hinders the internationalization of education

The digital divide hinders the internationalization of education, manifested in the uneven
distribution of technological resources, differences in infrastructure, and gaps in digital literacy.
According to a 2022 UNESCO report, 37% of the world's population does not have access to the
Internet, with Africa and South Asia being particularly serious [17]. The digital literacy scores of
students in developing countries are more than 30 % lower than those in developed countries, and 60
% of students in Southeast Asia are unable to effectively participate in online international courses
due to a lack of digital skills [23]. Digital educational resources are mostly developed by developed
countries, and 70 % of African online courses are incompatible with local culture. To solve the
digital divide, we need to strengthen infrastructure construction, improve digital literacy, develop
culturally adaptable educational resources, and strengthen data security protection [20].

4.1.2. The gap between developing and developed countries in educational technology
resources

There is a significant gap between developing and developed countries in educational technology
resources. According to a 2023 UNESCO report, the coverage rate of educational technology
resources in developed countries is over 90 %, while that in developing countries is only about 30
%. Taking online education as an example, Coursera and edX in the United States attract students
from all over the world, while SWAYAM in India and Brazil's Veduca. Due to insufficient technical
funds, the quality of courses and the degree of internationalization are low. Developed countries are
leading in the educational application of cutting-edge technologies such as artificial intelligence and
virtual reality, while developing countries have difficulty making breakthroughs due to insufficient
scientific research investment. Developed countries ensure that teachers are proficient in using
educational technology tools through systematic training, while developing countries have an
imperfect teacher training system due to resource constraints. To narrow the gap, developing
countries need to increase investment and improve the level of teacher training and technical
support.

4.2. Cultural adaptability issues
4.2.1. Cultural sensitivity of digital educational resources

Cultural sensitivity in digital education is crucial for global equity. A 2022 survey showed Southeast
Asian learners rated Western online courses 67% satisfactory, compared to 89% in Europe and the
U.S. Differences in content, teaching styles, and evaluation methods contribute to this gap. Ignoring
local culture—such as in an Indian platform rollout—Ied to a 40% user dropout rate. Addressing this
requires localized design, multilingual support, and cultural adaptability tools. For instance, the
National University of Singapore’s “Global Classroom” project improved international student
satisfaction by 18 points through culturally sensitive course design.
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4.2.2. Language and cultural barriers in cross-cultural teaching

Language and cultural barriers are major challenges in cross-cultural education. A 2022 UNESCO
report found that 40% of students face language barriers, with 65% being non-native English
speakers. In China, over 70% of international students struggle in classrooms due to language
limitations. These barriers hinder learning and often lead to misunderstandings—over 50% of
international students in U.S. universities reported being misinterpreted during group discussions.
Cultural differences also impact classroom behavior and communication styles, especially in digital
environments. While technologies like machine translation and VR offer support, they often lack
cultural nuance and can even cause offense if poorly designed. Solutions include Al-driven language
platforms, culturally sensitive course design, and diverse, inclusive educational technologies. For
instance, cultural sensitivity training and customized VR modules can improve student engagement
and reduce conflicts. Addressing these barriers with personalized support and inclusive tools is key
to enhancing the global learning experience.

4.3. Data security and privacy protection
4.3.1. Cross-border transmission and protection of student data

Cross-border transfer of student data is a key issue in the internationalization of education. A 2023
UNESCO report shows that more than 60 % of universities are involved in cross-border data
transfer, and only 30% have clear protection policies. GDPR Strict requirements include consent
from data subjects and encryption technology, but the legal system in developing countries is
imperfect and the risk of data leakage is high. Blockchain provides a new solution, but it is costly
and requires unified technical standards. Educational institutions need to improve policies, increase
technology investment, and promote international cooperation.

4.3.2. Data security risks of education platforms

Data security risks on education platforms threaten the internationalization of education. According
to a 2022 survey, 60% of platforms experienced data breaches, 75 % of which involved student
information, academic records, and financial data [24]. On the technical level, improper storage,
insufficient encryption, and third-party vulnerabilities exacerbate the risk. On the legal level,
differences in regulations such as GDPR pose compliance challenges to cross-border operations
[25]. Data breaches not only damage the reputation of institutions, but also hinder cross-border
educational cooperation, such as the cancellation of an international project due to a breach [25].
Strengthening technical protection, improving legal supervision, and raising user awareness are the
keys to reducing risks.

5. Strategies and suggestions
5.1. Educational institution level

5.1.1. Universities and primary and secondary schools integrate digital resources to promote
internationalization

The integration of digital resources between universities and primary and secondary schools has
achieved remarkable results. According to data from 2022, 80% of universities and 60% of primary

58



Proceedings of ICEIPI 2025 Symposium: Reimagining Society: Al's Role in Cultural Transformation and Learning Environments
DOI: 10.54254/2753-7048/2025.B025116

and secondary schools have introduced smart classrooms, online courses and other platforms.
Tsinghua University and edX’s cooperative courses have attracted 5 million learners from 190
countries, and VR/AR technologies, such as Peking University and Harvard's “Global Classroom”,
have broken geographical restrictions. The 2023 report pointed out that 40% of primary and
secondary schools in the world lack stable Internet, and cultural adaptability hinders
communication. Therefore, it is necessary to increase investment, train teachers, develop
multilingual tools, and enhance global competitiveness.

5.1.2. Teacher training and professional development

Teacher training is essential for global digital education, yet under 40% of teachers have adequate
digital skills, with over 60% in some African countries lacking training. Programs in Finland and
Singapore use Al and blended learning to boost competencies. Tools like VR and Al platforms
enhance cultural adaptability and feedback. However, challenges remain, including resource gaps
and culturally irrelevant content. U.S. investment in teacher training is over 10 times that of India,
and many Southeast Asian teachers feel programs overlook their cultural context. International
cooperation and culturally responsive, flexible strategies are crucial for equitable teacher
development.

5.2. Technical aspects
5.2.1. Develop digital tools to adapt to the internationalization of education

The development of digital tools that adapt to the internationalization of education requires planning
from three aspects: technical design, cultural adaptability, and user needs. Coursera’s international
users account for 65 %, and the growth rate of learners in developing countries exceeds 40% [26].
Technical design needs to support multilingual interaction. For example, Duolingo supports 132
languages [27]. In terms of cultural adaptability, Asian learners prefer structured knowledge, while
Europeans prefer open exploration. Tsinghua University’s “Rain Classroom” uses Al to dynamically
adjust content to improve efficiency. In terms of user needs, 78% of international students face
language barriers [26]. For this reason, Google Classroom alleviates this problem by integrating a
translation API. Moodle’s modular design increases course completion rates by 35% [28]. EdX uses
end-to-end encryption and complies with GDPR requirements.

5.2.2. Technical solutions for data security and privacy protection

In the internationalization of education, data security and privacy have become critical concerns.
The global exchange of personal and academic information increases the risk of data breaches. A
2023 study found over 60% of educational platforms experienced leaks, with 45% involving student
data, threatening both privacy and institutional trust. To address this, technologies like blockchain,
differential privacy, and federated learning are being adopted. Estonia’s “Digital Education
Passport” uses blockchain for secure credential storage, while MIT’s adoption of Zero Trust
Architecture enhances platform security. However, implementation faces challenges, especially in
developing countries lacking resources and infrastructure. International collaboration, such as
UNESCO’s “Global Education Data Security Initiative,” is vital. Legal frameworks like the EU’s
GDPR also guide data handling, though they pose compliance burdens. Ultimately, combining
technological, legal, and ethical efforts is essential for building a secure, globally trusted educational
ecosystem.
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6. Conclusion

In the context of digitalization, opportunities and challenges coexist in the internationalization of
education. Digital education platforms have made great contributions to the development of
international education, but the problem of technological inequality remains prominent. At the same
time, data security and privacy protection are key challenges. Governments should actively respond
to a series of challenges to make due contributions to better promote the equal development of
international education and give full play to the positive role of digitalization in education. This
study explores the challenges and opportunities of the internationalization of education in the
context of digitalization, but there are limitations. The research is mainly based on literature and
cases, and lacks large-scale empirical data support. Future research can be deepened from multiple
perspectives. Empirical research on the digital transformation of education in developing countries
should be strengthened. Interdisciplinary research will become an important direction. The
internationalization of education involves many fields such as technology, culture, economy, and
politics.
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